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(54) A remde keyless entry system 

(57) A road vehicle keyless entry system (10) hav- 
ing an in-veNde comnumication processor (11) and a 
rennote transponder (15) is provided. The communica- 
tion processor (10) has a radio frequency received (12). 
a low frequent transmittei^Bcdver (13) and a control- 
ler (1^ capable of encrypting and reading the signals 
sent and received by the low frequency transntit- 



ter/ireceiver (13). The transponder (15) has a radio fre- 
quency transmitter (16) that trar^mits a signal to the 
communication processor (1 1) upon receipt of a manual 
stimulus and a low frequency trarsmitter/ireceiver (17) 
capable of reading and responding to encrypted signals 
received trom the communication processor (1 1). 
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Descripitdfr ■ 
FIELD OF THE INVENTION 

This invention relates to the fi^crfconpact radio 
frequency (RF) transponders of the type known to be 
useful in systems for.security and information storagei 
access control, entry vafidation and identification, and in 
other comparat>le systems. 

Remote keyless entry systems require an interro- 
gator circuit built into a road vefiide or IxiiUing. for 
exanpte. and a remote transponder which incoiporates 
transmitting and receiving circuits in a compact case 
that may be earned by a person in a key. a key fb^ a 
badge, a tag or in any similar miniaturized housing. 
More particularly this invention r^es to a transponder 
in a road vetiide or automotive remote keyless entry 
and immobalization system which is functional over an 
increased range in active and passive modes of opera- 
tfon. TWs invention further relates to a transponder 
which utifizes a secure chaOenge-response ^icryption 
tedinique to provide greater security (or ttie user. 

Oompact passive low frequency trarsponders, 
using a frequency of 1342 Wlohertz (134.2 kHz), for 
example, for passive entry and immobilizer functions 
and radio frequency remote control transmitters, using a 
frequency of 433 megahertz (433 MHz), for example, for 
use in remote keyless entry and security systene for 
automobiles arie generally known. These systems aDow 
aixess to the automobile without tiie use of battery 
power, if the transponder is used in dose proximi^r to 
the interrogator, and allow the operator to transmit conrn 
mands such as locking .and unlocking doors, hood and 
trunk, controlling vehide lighting and ignition, and arm- 
ing and disautning tiie anti-theft security system to the 
vehtole over greater distances. The transponders used 
may en^c^ an intent)gator-responder arrangement 
with an EEPROM data storage device and a smaD 
capacitor tiiat serves as an energy accumulator, 
chaiged by tiie energy provided by tiie radio frequency 
intenogation, to provide power for the transponder. The 
transponder is, tfius, suff identiy small to supplement or 
replace a conventional vehicle door and ignition key. 
Such a transponder is disdosed by Schuermann at at 
' In U.S. Patent 5.053.774. 

However, the transponder systems in current use 
generally have a limited operating range. Current 
remote control transponder systems require battery 
power for proper operation and are not functional, in a 
passive mode, that is, when operated witiiout a battery. 

SUMIWIARY OF THE 1NVENTK)N 

The present invention provkles a road vehide 
remote keyless entry system which is functional over an 
increased range in the active and passive modes of 
operation while inaeasing security by ttie use of a 
secure challenge-response encryption technique. A 



road vehide keyless entry system having an i^vehide 
communication processor and a remote, miniaturized 
transponder is provided. The communication processor, 
has a radb frequency receiver, a low frequency trans- 

5 mitterA'eceiver and a controller capable of sencfing and 
receiving agnals via the low frequency transmft- 
ter/receva' and receiving signals via the radio fre- 
quency receiver. The transporxier has a radio frequency 
transmitter that transmits a signal to the communication 

io processor upon receipt of a manual stimulus and a low 
frequency transnvttef/recelver capable of reading ttie 
signals received from tiie communication processor and 
prqi>aring an encrypted response for transmissbn to tfie 
communication processor. When ttie transponder pro- 

is vides an encrypted response containing the correct 
vehide code to tiie communication processor, ttie com- 
munication processor authorizes tiie desired operation 
such as. for example, locking or unlocking ttie car, arm- 
ing or disannng the anti-ttieft alarni system or tiie per- 

20 formance of vettide related iretalization functions siKh 
as seat seat belt and vehide mirror adjustments and 
lighting the vehide interior lights. 

The present invention further provides a secure 
road vehide keyless entry system conprising an in- 

25 vdiide commurtication processor and a remote trans- 
ponder. The communication processor and transponder 
comnumfcate in parallel patiis,'a first patti being a radio 
frequency transmission trom the transponder to the 
comnrunication processor and a second path t)eing a 

50 low frequency, encrypted two way transmission 
between ttie transpoiider and the communicafion proc- 
essor. The radio frequency transntisslon and ttie fow 
frequency, encrypted transmissfon can be compared t)y 
the communication processor for autiientication of the 

35 transmitted data or command before the communication 
processor authorizes the desired operation arri, if one 
comminication channel is affected by interierence. tiie 
second convmmication channel may be used as a 
backup. 

40 It is furttier contemplated ttat ttie racfio frequency 
receiver in the communication processor and the radio 
frequency transmitter in the transponder may be trans- 
mitta^freceivers, each capable of performing botti tiie 
receiving and transmitting functions. When radio fre- 

45 quency transmitter/receivers are used, botii tiie radio 
frequency communication and the low frequency com- 
munication between ttie communication processor and 
ttie transponder wOl be two way transmissions used to 
transmit data between the two devices. 

59 

BRIEF DESCRIPTION OF DRAWINGS 

The present invention win now be furttier described 
by way of exariple. witti reference to ttie adcorapanying 
ss drawings in which: 

Fia 1 is a block schematic illustrating tiie functional 
elements and data paths of one embodiment of ttie 
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road vehicie keyless entry system of the present 
invention. 

RQ;2 is a blockschemafic Otustrat'ng the functidinal 
elements and data paths of the TOTiote transponder 
of this ontradiment of the invention. 
FIG. 3 is a block schematic Qtustrating the low fre: 
quency transmitter/receiver of the remote trans- 
ponder of this embodiment of the inventioa 
' FIG. 4 is a block schematic illustrating modffications 
to the remote transponder of the road vehicle k^- 
less entry system of FIG. 1 . 
FIG. 5 is a block schematic iOustratng modifications 
to the remote tran^xmder of the road vehicle key- 
less entry system of FIG. 4. 
FIG. 6 is a Uock schematic illustrating the functional 
elements and data paths of one embodiment of the 
write distance expander of the remove transponder 
ofFias. 

FIG. 7 is a tHock schematic Qlustrating the functional 
elements and data pattis of a second emkxxfiment 
of the write distance expander of the rOTote trans- 
pond^ of FIG. 5 and 

FIG. 8 islSl block schematic illustrating a write dis- 
tance expander. 

DETAILED DESCRIPTION AND PREFERRED 
EMBODIMENT 

In the road vehicle keyless entry system of the 
present invention the immobilization function, which 
locks the veMde and irutiates operation of the alEirm 
system, is separate from the remote keyless entry func- 
tion, which, for example, resets the alarm system and 
authorizes unlocking the vehicle and performance of 
vehicle related initiafization functions such as seat seat 
belt and vehicle mirror acOustments and lighting the 
vehicle Interior lights.. 

Turning to the drawings, FIQ. 1 1Bustrates the func- 
tional dements and data pattis of one onbodiment of 
the road vehicle keyless entry system of the present 
invention. In this disclosure, the tenri road vehicle 
means all of the various types of vehicles that are oper- 
ated upon the highway system including, but not limited 
to, automobiles, trucks^ vans, motorcycles, buses and 
motorhomes. It is intended that the anangement shown 
in FIG. 1, and In the followong figures, shall be inter- 
preted as an illustrative system configuration and that 
other possible configurations, more adapted to the spe- 
cific user needs, exist witiiin the scope of the disclosure 
herein. Further, the use of like reference numbers to 
identify components within the various f Qures indicates 
the presence of similar elements within each of the dif- 
ferent figures. 

The road vehicle keyless entry systan, generally 
designated as 10, includes a communication processor 
1 1 that is located within the vehicle and a remote, mini- 
aturized transponder 15. Communication processor 11 
may also be named an interrogator or called by other 



names Indicating its function as a unit which requests 
and receives informatnn from the r&note transponder 
1 5.' Communtcation processor; 1 1 'hasa latfio frequency 
receiver 12, a low frequency transmitter/receiver 13 and 
5 a controller 14 which b capable of sending and receiv- 
ing signals via tiie low frequency transmitterAeceiver 13 
and receiving signals via the radio frequency receiver 
12. Controller 1 4 comb'ned with low frequency transmit- 
ter/ireceiver 13 is preferably, a TIRIS reader, the term 
10 TIRIS bang an acronym known to those skilled in the 
art as denoting certain types of devices or equipment 
ubUzmg the transporider anangement and TIRIS reader 
dsdosed in Schuermann et al., U.S. Patent 5,053,774. 
The transporvier 15 has a radio frequency transmitter 
IS 16 that transntils a signal to communicatkm processor 
11 upon receipt of a stimulus manually produced by an 
operator^ actuation of one of a plurality of push buttons 
IB. While push buttons 18 are shown for convenience, 
any manually operatable, pulse creating switch such as, 
20 for example, a toggle switch or a rotary switch may be 
used. Transponder 15 also has a low frequency trans- 
mitter/receiver 17 capable of reading signals received 
from communication processor 11, preparing an 
encrypted response and transmitting the encrypted 
^ re^xmse to oommunicatipn processor 1 1 . 

In the present embodiment of the inventioa com- 
munication processor 1 1 located wittiin the vehicle and 
remote transponder 15 communicate with one another 
to permit a flow of Information to initiate operations at 
30 the vehida Communication between the two devices is 
initiated by the vehicle operator who pushes a button 1 8 
on transponder 15 which responds by liansmlUing a 
radio frequency (RF) signal to communication proces- 
sor 1 1 and a signal to k3w frequency transmitter/rec&ver 
1 7 to prepare it for interrogation l>y communication proc- 
essor 1 1. The signal transmission, using a rofling code 
fbr securi^. is a one way communication or da^ trarisfer 
from tran^x)nd^ 15 to communication processor 11 
using a racfio frequency signal of 433 megahertz 
(433MHz), for example, or anotfier stdtable frequency. 
In response to tiie initial signal from transponder 15, 
communication processor 1 1 fransmits a low frequency 
interrogation to transponder 15 requesting identification 
and verification of the original radio frequency signal. 
Thus, the kjw frequency communlcatton between tiie 
devices, using a Ion frequency signal such as, fbr exam- 
ple. 134.2 kitohertz (134.2 kHz), is, a two way data 
exchange using the challenge-response principle for 
authentication or verification of kientity Security of ttie 
low frequency signal is maintained by using an encryp- 
tion key which is known only to commura'cation proces- 
sor 11 Inthevehideandremotetransponder 15. When 
transponder 15 provkles an encrypted response con- 
taining the correct veNde code to communication proc- 
essor 11 in response to the interrogation, 
communication processor 11 autiiorizes the desired 
operation within the vehicle. This use of encryption logic 
and interrogation and response via tiie low frequency 
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cla6'tran»i^15'ffrin"add^ Urotolfing-code -used- 
tor security with the racfio frequency signaJ. greatly 
increases the security erf the road vehide keyless entry 
system. 

In the description abo/e, a radio frequency tians- 
natter and a receiver are used. It is further contemplated 
that radto frequency receiver 12 in communication proc- 
essor 11 and radio frequency transmitter 16 in trans- 
ponder 15 may be transmitter/ireceivers. each capable 
or perfbmting both the receiving and transmitfing func- 
tions. When radio frequency transmitter/receivers are 
used, both the radSo frequency communication and the 
low frequency communicafion between communication 
processor 1 1 and transponder 15 will be two way trans- 
missons used to transmit data l)etween the two 
devices. Ths use of two way radio frequency communi- 
cation is fllustraled by the solid and dotted signal lines 
t>etween radio frequency receiver 12 and ladto fre- 
quency transmitter 16. 

RQ. 2 Is a block schematic of the functional ele- 
ments and data paths of remote transponder 15 of this 
eritodiment of the invention showing radio frequency 
transmitt©' 16 and low frequency transmitter/ireceiver 
17. For remote security functions such as, for example, 
turning on the interior vehicle lights or anning or disarm- 
ing the security system a functional range of greater 
than 10 meters is desired. For this purpose, trans- 
ponder 15 includes .radto frequency tiansnvtter 16 
whtoh operates at a frequency of 433 m^iahertz 
(433MHz) using a rolling code for security. The present 
transponder 1 5 further includes tow frequency transmft- 
terA-eceiver 17 which provides a two way exchange of 
data with the communication processor 1 1 in the vehide 
using an encrypted signal having a frequency of 134.2 
kflohertz (134.2 kHz). Use of low frequency transmit- 
terA-eceiver 17 allows access to, or enables, additional 
features such as, for exanple, programming, the 
exchange and verification of idenlificatfon and the use 
of encryption logic and the transmission of various 
desired commands to the vehide, all of which can sig- 
nfficanUy increase the security of the road vehide 
remote keyless entry system. 

A vehide operator provides a manual stimulus at 
the ranote transporider 15 to initiate a command - the 
operator pushes one of the plurality of switches or push 
buttons 18 to Indicate the action desired at the vehida 
Transponder 15 indudes radio frequency transmitter 16 
which includes control logic module 29. radto frequency 
modulator/driver 28 and random number generatca* 30. 
In response to the operator's action, radio frequency 
transmitter 1 6 transmits a signal, the desired command, 
to racfio frequency receiver 12 in communication proc- 
essor 1 1 at the vehide and simultaneously transfers the 
command to low frequency transmitler/recwer 17 via 
the serial interface. For receipt of this command signal, ss 
power to passive, low frequency transmitter/receiver 17 
is provided by battery at terminal ACT on the control 
logic module 21 and data are received using dock and. 



■ — d^lrput poitB; 4erminals^SC and-SL to addition Jathe. . 
oontfol togic module 21. low frec^ency transmil- 
ter/irBceiver 17 Includes encryption logic rnodule 22, 
memory 23, radto frequency drcutiy 24, shift register 
f 25, tuned antenna, a parallel resonant drcuit, 26 and 
charge or power capadtor 27. Low frequency fransmit- 
ter/receiver 17 transmits the remote command to low 
frequency transntitlw/receiver 13 which was switched to 
the receive mode by controller 14 when rado frequency 
fo receiver 12 detected the carrier and command signal 
from radio frequwicy transntitler 16. Thus, even if exter- 
nal influences aeate Interference with the radio fre- 
quency transmission of the desired command, the 
comrrand may be received by communication proces- 
is sor 1 1 through the use of low frequency transmission 
signals attfiough the transmission range for the low fre- 
qumy signal is reduced. Authenticatton of the com- 
mand may be confirmed by control processor 11 
transmitting a challenge to the transponder 15 usmg low 
20 frequency transmitter/ireceiver 13. When the challenge 
is received by low frequency transmitter^eceiver 17, the 
encryption logic module 22 encrypts the challenge 
using the encryption key stored within memory 23 (not 
readable) and transfers the encrypted challenge and a 
2s serial number, wf^ch is also stored within memory 23. to 
the radio frequency transmitter 16. The encrypted chal- 
lenge and serial nuinber, together with the repeated 
command, are transmitted in parallel to communicalion 
processor 1 1 by both rado frequency transmitter 16 and 
30 low frequency transmitter/receiver 17 as a complete 
response to the chaDenge to authenticate the first com- 
mand transmlssioa Controller 14 executes the com- 
mand, or authorizes other devices to execute the 
(tommand. if the correct vehide code or signature is 
55 received in response to the chaDenga With bkfiredfonal 
communication using the low frequency transmit- 
ter/receivers 1 3 and 17, the challenge-response feature 
provides greatly increased security over the roIBng code 
system. It is now also possible to fransmit addittonal 
40 data or programming informatton between the remote 
transponder 15 and the communication processor 11 
using the low frequency transmrtterVireceiver 17. 

As discussed above, it is further contemplated that 
the radio frequency recever 12 In communication proc- 
45 essor 11 and radio frequency transnvtter 16 in trans- 
ponder 15 may be transmitter/receivers, each capable 
of peribnnng both the receiving and transmitting frjnc- 
tons. When radio frequency transmitler/lreceiverB are 
used, both the radio frequency communication and the 
so low frequency communication between communication 
processor 11 and transponder 15 will be two way trans- 
misstons used to transmit data between the two 
devices. 

For remote keyless enfry. a function or transmission 
range of at least approximately one meter (1 m) is nec- 
essary. However, this range is dff icuH to reach with pas- 
sive transponders, even when the fransponder has an 
antenna the size or a credit card. Therefore, an active 
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function may be provided by tfie inclusion of a battery as 
shown in FIG. 3. a block schematic of a low frequency 
~'trsLnOTllter/irecd>^ 50. another embodtntiM of flie loiv 
frequency transmitter/receiver 17 tor remote trans- 
ponder 15. 

Low frequency transmitter/irecefver 50 includes 
logic control module 51. receiver control module 52. 
transmitter control module 53. the OTd of txASt detector 
54, the adaptive pluck logic nvxiule 55, signal level con- 
verter 56, dock regenerator 57, tfivider 58, threshold 
detector 59. resonant, circuit 60, charge capacitor 61 
and diodes 62, 63 and 64 connected as shCMvn in FIQ. 
3. Resonate circuit 60 has a capacitor connected in par- 
allel with an inductor with the value of each component 
selected to provide a resonant circuit that is resonant at 
a radio frequency of 134.2 kito hertz (134.2 kHz). The 
size of dwge capacitor 61 is selected so tfiat the fully 
charged capacitor will have sufficient charge to provide 
the power necessary to enable the low frequency trans- 
mitterAeceiver 50 to functton properly. A capacitor suffi- 
ciently large wouU be, for example, a capacitor of 
apprmdmately 0.12 microfarads (0.12|iq. E)iodes 62. 63 
and 64 are symbols for the necessary one way function, 
that is, the signal Is conducted in only one direction. 
Diodes 62, 63 and 64 are preferatdy Schottky cfiodes 
with kw feed through voltage, if possible in the selected 
semiconductor process, although they may be normal 
semiconductor diodes such as 1N4148 diodes or field 
effect tiansistor (PET) circuits using switched gates. 

The vehicle operator initiates a oommarKl by provid* 
ing a manual stimulus at the door handle of the vehicle 
or witii remote transponder 15 - the operator <^erates 
the door handle or pushes one of tfie plurality of 
switches or push buttons 18 to indicate the action 
desired at the vehicle. After receipt of a radio frequency 
signal from transponder 15, the communication (xoces- 
sor 11 or interrogator transmits a low frequency signal 
(134.2 kHz] to low frequerwy .transmitter/recefver 50 
which, when recdved by resonant circuit 60, provkles 
electrical energy to charge capacitor 61 in addition to 
asking transponder 1 5 for confirmation of the command 
or action request. The low frequency voltage is rectified 
by diode 62 and cfiarges capacitor 61 . The voltage level 
reached on charge capacitor 61 depends upon the dis- 
tance t>etween the communication processor 1 1 and 
the transponder 15 antennas which are typically reso- 
nance drcuits having a high quality factor such as, for 
example, resonant circuit 60. If sufficient energy is accu- 
mulated so that the voltage on charge capacitor 61 
exceeds a certain limit such as one volt for example, 
the threshold detector 59 switches the battery supply 
voltage from battery 65. provided at temtlnal VBAT, to 
connect the t>attery voltage through connections VCC to 
the logic circuitry of low frequ&icy transmitter/receiver 
50. The threshold detector 59 prevents discharge of bat- 
tery 65 when transponder 15 is in the presence of elec- 
tromagnetic interference such as, tor example, if the 
transponder is placed upon a television set. If the volt- 



age Omit on charge capacitor 61 is low. the influence of 
the interference wai increase. t)Ut the sensitivity (the sig- 

nal detection range) will'also increase' As eaqslahed 

hereinafter, the threshold detector 59 may be an active 

5 or a passive devica Inaeastng the siensitivity reqiires 
more ^Aand-ty current from battery 65, with a resulting 
decrease, in t>attery Cfe. The threshold detector may 
also be located at the radio frequency signal input 
where higher signal anplitudes are normally availat}l& 

10 If banery 65 is rxn available, voltage is stin provided to 
the logic drcuitry by charge capacitor 61 through diodes 
63 and 64. The resonant circuit 60 is separated from the 
integrated circuit power supply during the reception of 
data, the v^e phase, from the communication proces- 

15 sor 1 1 . The signal received by transponder 15 and the 
level of osdHation of the resonant circuit 60 is usuaDy 
low when the distance kietween the communlcatfon 
processor 1 1 and the transponder 15 is great The use 
of baXLoxy 65 to provide voltage to the circuit enatsles the 

20 low frequency transmitterAeceiver 50 circuit to receive 
and react to transnvtted signals having lower ampG- 
tudes than would be possible in the passive mode of 
operation, that is, without t)attery power. Voltage is mon- 
itored by the end of burst detector 54. When the ampO- 

2s tude of the voltage signal drops ard the resonant circuit 
60 r^onates with its own frequency instead of being 
enhanced by the signal from commurtication processor 
1 1. the end of burst detector 54 activates dock reg^er- 
ator 57 and the pluck logic module 55 wfiich preferably 

30 provides peak pluck and slope corifrol. The ^uck logic 
module 55 enhances osdDation whenever a voltage 
ampTitude drop caused by the resonant circuit loss fac- 
tor is detected. Pluck logic, frie pluck iog^c nKxlule 55 
and the peak detector used in pluck logic are described 

ss in US. Patent 5,283,529. U.S. Patent 5,227,740 and 
US. Patent 5,126,745 

The provision of battery pcmer enables ttie circuit to 
operate pn^erty vvitti the reception of a lower s^nal 
amplitude tfiah would be possisle In the passive mode. 

.40 Voltage amplitude drops during and after the write 
phase are detected by the end of burst detector 54 over 
greater distances because internal curent sojrces and 
(£gital circuits of low frequency transmitter/ireceiver 50 
are already fully functional as battery 65 provides the 

45 necessary power rather tiian relying upon the signal 
received by charge capacitor 61 to provide power, as 
would be required in the passive mode of operation. 
The low frequency transmitter^eceiver 50 is able to 
regenerate even small signal ampRtudes wfiich helps 

50 pluck circuit 55 enhance the oscOlation during the free 
running times, during the reception of write signals and 
during the fransmlsston of response data Thus, the dis- 
tance over which data may be received by transponder 
15 using pulse width modulation is significantly 

65 enhanced when corrpared to the distance possible 
when a transponder operating in the passive mode is 
used. 

After a period for ttie charging of charge capacitor 
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■6ir«mriimIcafion-prDcessor transmits a<?haBen0e 

such as. lor example, a random nuirber to transponder 
15. This chanenge is received by low frequency trans- 
mitler/irecsiver 50 and is encrypted, using the encryp- 
tion key ^ored In its memory, to become the signature 5 
of the transponder 15. TWs generated signature, the 
encrypted random number, and the serial number of 
transponder 15 are transmuted to the communication 
processor 1 1 by tfie low frequency transmitler/ireceiver 
50 and, at the same time, transferred to radio frequency 10 
transmitter 1 6 of transponder 1 5 using the internal serial 
irput/oulput interface circuitry. When the internal serial 
iiput/output interface circuitry is used without low fre- 
quency transmitter/receiver 1 3 being involved so that no 
voltageischargedincapacttorGI, the activate signal on fs 
terminal ACT of taw frequency transmltteryirecelver 50 
switches the battery 65 vollage. provided at temtinal 
VBAX to connect tfirough connections VCC to the level 
converter 56 wrfiich maintains the conect input and out- 
put signal voltage levels under all vottag e supply levels. 20 

When the end of burst the end of the transmission 
from communication processor 11, measured by end of 
burst detector 54lasts for a certain fime such as, for 
example, a period of 1.9 milliseoonds (1 .9 ms). a lime- 
ouf or response signal is generated in accordance with 2S 
the disclosure above for transmission to comnunication 
processor 11. Divider 58 counts the radio frequency 
' osdOations i-eg&ierated by dock regenerator 57 during 
the end of burst period to determine when the response 
or timeout" s^nal is to be generated and switches the so 
battery voRage, tenrunal VBAT. to the resonant circuit 60 
to increase the transmission frequency amplitude and, 
therefore, to increase the transmission reading distance 
and the signal robustness a^inst notse or other inter- 
ference. Thus, similar to the enhanced reception dis- ss 
tance, the distance over which data may be transmittied 
by transponder 1 5 of this invention using frequency shift 
keying (FSK) is enhanced when compared to the dis- 
tance possible when a transponder operating in the 
passive mode is used. The radio frequency transmitter 40 
16 transmits the signature and serial number with a 
command that fte communication processor 1 1 accept 
the parallel low frequency response as a t>ackup and as 
a security check.. THs dual signal, the paralld transmis- 
sion of a radio frequmy signal and a lowfrequency sig- 45 
nal. enhances the security against noise and 
manipulation of the command signals. 

Operation may also be enhanced by using transmit- 
teryireceivers as the radio frequency recaver 1 2 in com- 
munication processor 11 and radio frequency so 
transmitter 16 in transponder 15. When radio frequency 
transmitterAeceivers are used, both the radio frequency 
communication and tlie low frequency communication 
between communication processor 11 and transponder 
1 5 wiD be two way fransmissions. furtfier enhancing the es 
security against noise and manipulation of the com- 
mand signals. 

The road vehicle keyless entry system 10 may also 



•be-used to^eplace the ignition key of Jhe vehicle. When. 
the vehicle operator has entered ttie veKcle and wishes 
to start the en^ne, the operator will initiate a new com- 
mand process with a manual stimulus of a push button 
on or near the vehicle dash board, for example. This 
stimulus initiates a new diallenge/response phase via . 
tiie low frequency transmitter/receivers. Operation of 
the keyless entry system 10 after receipt of the tow fre- 
quency signal is as described above. 

Turning now to FIG. 4, a block schematic illustrates 
modTications to tiie remote transponder 15 of the road 
veWde keyless entry system 10 of FUl 1. Communica- 
tion processor 11 is located wittiin the vehicle and mini- 
aturized transponder 15 Is a remote unit which may be 
carried by the vehicle operator. The apparatus and 
operation of communication processor 11 arvl trans- 
ponder 15 are as descrbed in regard to FI& 1 above 
except that the salal input/output Interface circuitry 
between radb frequency transnutter 16 and low fre- 
quency transmitter/irecaver 17 is replaced by 
driver/demodulator circuit 19 and coupling coD 20 to 
provide for the contactless transfer of data b^een ttie 
two circuits. In this embodiment, battery voltage is pro- 
vided to radio frequency transmitter 16 and voltage is 
fransferred to k)w frequericy transntitterAeceiver 17 by 
signal transmission through coupling cdl 20. Com- 
mands are initiated by the manual stinulation of one of 
the plurality of push tnittons 18 on radb frequency 
transmitter 16 which transmits the command to commu- 
nication processor 11 and at the same time transfers 
the command data to low frequency transmitter/receiver 
17. As described above, H is contemplated that radio 
frequency receiver 12 and radio frequency transmitter 
1 6 may be transnvtterAeceivers allowing too way radio 
frequency communication In addition to the two way low 
frequency communicatioa It is. thus, possble to initiate 
commands by manual stimulation of push txjttons. sim- 
ilar to push buttons 18. located on communication proc- 
essor 11. Communication processor 11 would transmit 
the command to radio frequency transmitter 16. which 
would then be a fransmitterAeceiver. and it would 
request data from low frequency transmitterAeceiver 17 
to respond to tiie comnand from communication proc- 
essor 11. SoGd and dotted lines are shown in FIG. 4 to 
Illustrate tiie two way flow of Information by the use of 
radio frequency transmitterAecevws. The commands 
and data are transferred to low frequency transmit- 
terAeceiver 17 via ooif»ling coil 20 which is driven by 
driverAdlemodulator circuit 19. The response, also via 
coupling coB 20. from low frequency transmitterAeceiver 
17, the signature, serial number and status, are demod- 
ulated by driver/demodulator drcuit 19 for reading by 
radio frequency transmitter 16, Operation of communi-. 
cation processor 11 and transponder 15 are othenMse 
as described in regard to Fia 1 above. This embodi- 
ment of the invention may be especially usefril if it is 
desired to separate the command function provided by 
radio frequency transmitter 16, which initiates all com- 
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maixls by operation of one of tfie push buttons 1 8. frcmi 
the convTumication fuYcfion provided by low frequency 
transmittenfrecerver-iy; which provides two way conv 
municafion for the transfer and verification of data 
k>etween transponder 15 and conununicafion processor 
11. Ra<£o frequency transmitter 16 and low frequency 
transmitter/irecaver 17 niay. thus, be in separate conn- 
pact cases, allowing separate use of a passive trans- 
ponder, for operation over short distances, separate use 
of an active, battery powered radio frequency trans- 
ponder for remote oonfrol functions over greater cfis* 
tances and oombhed use of tiie passive and active 
transponder functions over the fuD desired operating 
range, thus allowing adaption of the transporxfer size to 
the size the vehide operator is willing to carry. 

FIG. 5 is a block schematic illustrating modffications 
to the renmte transponder of the road vehtele teyfess 
entry system of FIG. 4. In RG. 5 the driverAieinodulator 
circuit 19 interface of FIG. 4 is replaced or compfi- 
mented by a write distance expander interface circuit 
19a which cooperates with rado frequency transmitter 
16 and low frequency transmitt^/receiver 17 to provide 
a transponderlS that is operable at an increased dis- 
tance between fransponder 15 and communication 
processor 11 with low frequency transmitter/receiver 17 
operating In the passive mode^ that is witfiout a voltage 
directly supplied by a battery 

Road vehicle keyless entry system 10 has commu- 
nication processor 11 and transponder 15. The func- 
tional elements and operation of communication 
processor 1 1 are described above. Transponder 15 has 
a tow frequency fransniitterAeceiver 17 that operates ori 
a tow frequency such as, for example. 1342 kOohertz 
(134.2 kHz) to provide two way oommunicat'on. a chal- 
lenge and encrypted response, with communicaticm 
processor 11. Transponder 15 also has a radio fre- 
quency transmitter 16 that operate cm a radio fre- 
quency such as, fbr exarnple. 433 megahertz (433 
MHz). F^o frequency fransmitter 16 is equipped with 
a battery and the range in which transponder 15 can 
receive tfie low frequency signal is increased k>y bite dis- 
tance expander interface circuit 19a. The radio fre- 
quency transmitter 16 and low frequency 
transmitterA-eceiver 17 must be in a common housing 
for operatton over extended distances, but may be sep- 
arated from one another while providing t>asic opera- 
ttons at shorter operating ranges. 

The radio frequency trar)smitter 16 is typically used 
to provide security functions such as. for exam^e. light 
switching, alarm arming and disarming and similar func- 
tions. The low frequency transmitteryireceiver 17 is typi- 
cally used in the passive operating mode to provide 
keyless enfry and immobilization functions at short 
range, fbr example at distances less than one meter (1 
m}. When a request or command is made by the manual 
operation of one of a plurality of push buttons 18 on 
transponder 15 or by a mechanical switch such as the 
vehicle doorhandle, a challenge or inten-ogatton. a ran- 



dom nurnber, is transmitted from communication proc- 
essor 11 using a fernte or air coQ antenna and pulse 

pause modulatbnatafrequencyof;fbrexampte;'1342 

kOohertc (134.2 kHz) to the low frequency transnvt- 

5 ter/ireceiver 17 of trar^ponder 15. Low frequencyirans- 
mitter/receiver 1 7 encrypts the challenge using a secret 
encryption key hM in its memory (not readable) to pro- 
duce a signature and responds by transmitting the 
encryjated challenge, its signature, and the transponder 

to serial number to the oomnunication processor 1 1 using 
a frequency sfvft keying (FSIQ, frequency modulation, 
signal at a frequency of. for example,. 134.2 kilohertz 
(134.2 kHz). If the distance between communication 
processor 1 1 and transponder 1 5 is too far. this commu- 

lis nication wiQ fail To achieve a greater functional range, 
the write cOstance €xpaivi& 19a interface circuit is pro- 
vided. 

One embodiment of tiie write dtetance expander 
1 9a is shown in FIG. 6 in a block schematic illustrating 
20 tiie expander's funcfional elements and data paths. A 
block schematic Is used in FKI 7 to Qlustrate the func- 
tional elements and data pattis of a second embocfiment 
of the write distance expander 19a. 

WHte distance exparider 19a interlace circuit 
2S includes resonant drcuit 80 wNch consists of cc»l 81. 
which also serves as a coupling coil, and a capacitor 
tuned to a frequency of 134.2 kitohertz (134.2 kHz); 
radio frequency voltage limiter 82 with a battery charge 
circuit: diode 83 connected to charge capadtor 84: 
30 threshold detector 85; dock regenerator 86, an opera- 
tional anpOrier used as a comparator: envelope rectifier 
87; end of burst detector 88;. and a 134.2 kitohertz 
(134.2 kHz) dock generator module 89 which may. fbr 
exanple. be a pluck logic module or a separate osdlla- 
35 tor with a dvider gated by activation signal TXCT. 

Coil 81 , which is, for example, a small fenlte or afr 
coil, is located proximate tiie antenna of low frequency 
transmitteryireceiver 1 7 at a position in whtoh the coa 81 
can receive tiie radto frequency signals from commiffii- 
40 cation processor 11 and the resonant circuit of low fre- 
quency transmitter/receiver 17 The write distance 
expander 19a resonant drcuit 80 has a high quality fac- 
tor to achieve a radio frequency vdtage anpfitude of at 
least about 1 to 2 volts at the desired maximum reading 
45 distance between the transponder 15 and communica- 
tion processor 11. When oommuntoafiori processor 1 1 
transmits a challenge to transponder 15 and tiie dis- 
tance between the two devices is too great, tiie low fre- 
quency transmitter/receiver 17 win not function properly 
so because the challenge Is not received or tiie signal is 
too weak. If the challenge is not properly received by 
low frequency transmitterAeceiver 1 7. encryption of ttie 
challenge is not started and no response will be trans- 
mitted to the comniunication processor 11. The write 
£5 cfistance expander 1 9a drcuit has a tiireshpld detedor 
85 which detects the radio frequency voltage Increase 
during the charge phase, the period in %vhtoh the radio 
frequency signal from communication processor 11 is 
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(Sea "© Charffc charge capacftor -84; HRie -threshold 

detector 85 activates the supply voltage for the active 
devices aixi turns on the controOer witWn the radio fre- 
quency transmitter 16. The threshold detector 85 may 
be an N-channel FET with low gate source-voltage, a .5 
circuit that does not consume power as long as ttie FET 
is not in the conductive state The threshold detector 85 
can also be an active device which consumes a certain 
amount of standby current from the battery. The pulses 
of the FET, or of the active device, can l>e used to trigger 10 
a retriggeraWe monoflop or can be used directly to turn 
on the controOer within radio frequency transmitter 16 
which activates the power supply to the write distance 
expander 19a. The oscOlation of the write distance, 
expander is rectified by diode 83 and ritte-ed by charge is 
capadtor 84 to provide a reference voltage far the com- 
parators, dock regenerator 86 and end of burst detector 
88. 

During transmission of the command and the chal- 
lenge to the low frequency transmittw^freceiver 17. the 20 
radio frequency signal is pulsed and the length of the 
pulse pauses arejhe indication for a low or a high tad 
The envetope rectifier 87 detects the pulse pauses by 
rectifying the output of the dock regenerator 86. The 
envelope rectifier 87 output signal is compared to the as 
voltage reference level by the end of burst detector 88 
and this signal is conducted to the controOer of radio fre- 
quency transmitter 16. The controller monitors the out- 
put from end of burst detector 88. detects the length of 
the pulse pauses and determines whether a tow bit or a ao 
high bit is recdved. Threshold detector 85, envelope 
rectifier 87 and comparator 88 may be combined in the 
simplest case using a field effect transistor (FET) with 
low gate/source voltage as shown in FIG. 8. an illustra- 
tion of a simple write distance expander. When an ss 
encryption conimand is rec^ved. the chaDwige is 
received and stored in controller memory. The controller 
of radio frequency transmitter 16 switches the voltage 
provided by battery 90 to the clock regenerator 86 when 
the response from the low frequency transmit- 40 
ter/receiver 17 is expected and dod< regenerator 86 
anpiifies and limits the radio frequency signal osdlla- 
tion and generates a digital clock signal. Ttiis dock sig- 
nal is conducted directly to the controUer of radio 
frequency transmitter 16 or to the controller through a 4S 
digital or analog demodulator drcuit 91 if the controller 
is not capable of demodulating the signal. The contrdler 
checks the frequency shift keying (FSK) modulated 
response from the low frequency transmitter/receiver 1 7 
to determine whether it is valid and complete. The so 
encrypted response to the challenge from the communi- 
cation processor 1 1 is transmitted by the low frequency 
transmitter/receiver 17 and the response, the signature, 
status and other desired information, may be sent in 
parallel by the radio frequency transirttter 1 6 to confirm ss 
and authenticate the response. When only the chal- 
lenge, but no response from the low frequency transmit- 
terAeceiver 17. is detected by the controOer of radio 



'frequggy-^ra n smi tt er - 16, -the- contrDto- ttansfers .the 
challenge stored in memory to the low frequency trans- 
mitterAecdver 17 using the 134.2 Wlohertz (134.2 kHz) 
dock generata 89 which may be a pluck logic circuit or 
a gated oscillator with divider as shown in tiie demodu- 
lator drcwt 91. When low frequency transmitter/receiver 
17 receives the challenge, it wiD generate an encrypted 
signature from the challenge and will transmit the 
encrypted signature at a frequency of 134.2 kilohertz 
(1342 kHz) as tfie response to commuitication proces- 
sor 11. THs response wiD also be transferred to radio 
frequency transmitter 16 and wiD be transmitted at a 
radio frequaicy of 433 megahertz (433 MHz) to com- 
munication processor 11 in parallel with tiie low fre- 
quency transmission of . the re^ponsa The radio 
frequency voltage Gmiter drcuit 82 necessary to protect 
the oon^xxients can be used to charge battQ7 90. If the 
tiireshold detector 85, and the controller of radio fre- 
quency transmitter 16, detects a continuous radb fre- 
quency signal for a long peiod of time, ttien radio 
frequerKy voltage limits 82 win switch the voltage to a 
higher level for use to charge battery 90. Depending 
upon tiie low frequency voltage initiated in tfie write dis- 
tance expands 19a resonant drcuit 81 (antenna size) 
and the threshold detector level sensitivity, distances of 
from about 1 meter (1 m) to about 2 meters (2 m) 
between transponder 15 and communication processor 
1 1 can be bridged for remote keyless entry oommunica- 
tions TWs greater or expanded signal reception (fis- 
tance combined witti ttie greater transrwssion di^ance 
for radio frequency renfote control transmitter 16, 
greater ttian 10 meters (>10 m) allowis tiie operator to 
gain access to ttie vehide or auttiorize ottier vehide 
acttons from a greater distance or witiiout removing the 
transponder 15 from the pocket 

In addition to the described function, write distance 
expander 19a may also be used as a tew cost radio fre- 
quency module with receive and transmit capalxlities. 
Such modules could be used in transponders useful 
over short distances. 

bi view of the foregoing desalption, K will be seen 
tiiat several advantages are attained by ttie present 
invention. 

Although the foregoing indudes a description of the 
best mode contemplated for cany ng out ttie Invention, 
various modifications could be made in the construc- 
tions herein described and illustrated wittiout departing 
from the scope of the invention. It is intended ttiat all 
material contained in the foregoing description or shown 
in ttie accompanying drawing should be interpreted as 
illustrative rattier ttian limiting. 

Claims 

1. A keyless entry system comprising; 

a commurdcatbn processor and a remote, min- 
iaturized transponder; the communcation proc- 
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essor having a racfio frequency recover, a low 
frequowy transmrtter/receiver and a oontroOer 
'-'Capable 'of x&xSnQ stsfreds sent and* received' 
by the low frequency fransmitter/receiver; and 
the transponder having a radio frequency 
fransmitter ananged for fransmitting a signal to 
the communicalion processor upon receipt of a 
manual stimulus and a low frequency fransmit- 
ter/lreoeiver capable of reading signals recdved 
from the communication processor and trans- 
mitting an eru^ypted response to the communi* 
cation processor. 

2. The keyless entry system of Qaim 1, wheran the 
radio frequency transmitter of the transponder and 
the radb frequency received of the communication 
processor send and rec^e a signal having a fre- 
quency of approximately 433 megahertz. 

3. The keyljess entry system of Claim 1 or Claim 2, 
wherein the low frequency transmitterAecelvers of 
the transponder and the communication processor 
send anc^Teceive a signal having a frequency of 
134.2 kaohertz. 

4. The keyless entry system of Claim 3 wherein the 
low frequency transmitter/receiver of the trans- 
porxjer is operable in a passive mode. 

5. The keyless entry, system of any prieceding daim, 
%vherein the system is ananged to be operable in a 
motor vehida, ard wherein the communicatksn 
processor Is disposed in said motor vehida 



' 9. The keyless entry system of Claim 8. wherein the 
transponder racfio frequency transmitter and low 

~ ' frequency ' trans m i t te r/irgoriver ' arer ~ In' separate' 

cases. 

5 

ia Ihe keyless entry system of any preceding claim, 
wherein tfie communication processor radio fre- 
quency receiver and the transponder raxfio fre- 
quency transmitter are radb frequency 
to transmitter/receivers capable of two way transmis- 
sion between the communicafion processor and the 
transponder. 

11. A keyless entry system coTTprteing; 

15 

a communicafion processor and a remote 
bansponderf the oommunicafion processor 
having a radb frequency receiver, a low frei- 
quency transmitter/k^eceiver and a controller 
20 capable of reacfing the signals sent and 

recehred by the tow frequency transmit- 
ter/rec^er; and 

the transponder having a radSo frequency 
transmitter for transmitting a signal to the com- 
2S munication processor upon rece^ of a manual 

stimulus, a low frequency transmrtter/receivef 
capable of reac£ng signals received from the 
communication processor and transmitting an 
encrypted response to the communication 
30 processor, and an interlace circuit and coupling 

coil to provide oontactless fransfer of data 
between the radio frequency transnvtter and 
ttie low frequency transmitter/lreceiver. 

12. The keyless entry system of Claim 11. wherein the 
radio frequency fransmitter of the transponder and 
the radio frequency receiver of the communication 
processor are ananged to send and receive a sig- 
nal having a frequency of 433 megahertz. 

13. The keyless &itry system of Claim 1 1 or Claim 12. 
wherein the low frequency transmitter^eceivers of 
the transponder ard the communication processor 
are arranged to send and receive a sigrial having a 
frequency of 134.2 kOohertz. 

14. ThekeytessentrysystemofanyofClaimsll to13, 
wherein the manual stimuli^ is the manual actua- 
tions of one of a plurality of push buttons. 

15. ThekeylessentrysystemofanyofClaimsll to14, 
wherein the communication processor, radio fre- 
quency receiver and the transponder radio fre- 
quency transn^er are radio frequency 
transmitter/receivers capable of two way transmis- 
sions between the communication processor and 
the transponder. 



6. The keyless entry system of any preceding daim. ss 
wherein the transponder supplements or replaces a 
door lock mechanism and keys, signals from the 
transponder being rec^ved by ttie communication 
processor that, after reception and verification of 
access codes, authorizes actuation of the loddng 40 
medianisni 

7. The keyless entry system of any of Claims 1 to 5. 
wherein the transponder supplements or replaces a 
vehtole door lock mechanism and Ignition keys, sig- 4$ 
nals from the tr an sponder being received try the 
communication processor that, after actuation of 
the locking mechanism and performance of vehide 
related initialization fonctions. such as seat, seat 
belt and vehide minror adjusfrnents. so 

8. The keyless entry system of any prececBng daim. 
wherein the transponder further indudes an inter- 
face drcuit and a coupling cdl to provide contact- 
less transfer of data between the radio frequency ss 
transmitter and the low frequency transmit- 
terAeoeiver. 
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'lerA'Keyresa^ertry system cui«prisino-an4n-veWde 

. coiTiminication processor and a remote trans- 
ponder, the communicatiai processor and trans- 
ponder communicating in paraDel paths, a firBt path 
being a rado frequoicy transmission from the 5 
transponder to the communication processor and a 
second path beng a low frequency, encrypted two 
way transmission between the trar^ponder and the 
ooiranunication processor. 

10 

17. The l<eyless entry system 0I Claim 16, wherein the 
radiofrequencytransmission andthe lowfrequency 
transmission are compared tor authentication of the 
transmitted data. 

15 

18. The keyl^ entry system of Claim 16, wherein the 
radio frequency transmission is a two way transntis- 
sion between the transponder and the communica- 
tion processor. 

20 
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